
2005- p/1

Introduction to Laboratory Biosecurity

SNL Biosecurity Team
Principles of Laboratory Biosecurity Course

ABSA Summer Seminar Series
Albuquerque, NM

June 7, 2005

SAND No. 2005-3288 C 
Sandia is a multiprogram laboratory operated by Sandia Corporation, a Lockheed Martin Company,

for the United States Department of Energy’s National Nuclear Security Administration
under contract DE-AC04-94AL85000.



2005- p/2

Bioscience Research
and International Security

• Emerging infectious disease outbreaks 
and the rapid expansion of the 
international biotechnology industry 
causing apprehension about the 
availability of materials and expertise

• Increase in public concern about the safety 
and security of high-containment 
bioscience facilities

• Increase in awareness of biological 
weapons and bioterrorist threat

Recent realization that bioscience facilities 
are potential sources of viable and virulent 
pathogens and toxins for terrorists and 
criminals 
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The BWC and Biosecurity

• Bacteriological (Biological) and Toxins 
Weapons Convention (BWC) addresses 
three relevant issues

National Implementing Legislation
National Pathogen Security (biosecurity)
International Cooperation

• Recent technical experts meetings to 
strengthen the BWC

States Parties agree to pursue national 
implementation of laboratory and 
transportation biosecurity (2003)
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National Implementing Legislation

• Article IV requires that each State Party enact implementing 
legislation for enforcement of the BWC

• Places an obligation on States to control misuse by both 
State agencies and non-state agencies within its jurisdiction 
or control

• May require modification of criminal code or other laws

FMD virus

Smallpox virus
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National Pathogen Security

• Article II mandates States Parties to take appropriate measures to 
protect the public and the environment from dangerous biological
agents

• Article III indicates that States Parties cannot provide resources to 
others to misuse biological agents 

Obligates States Parties to use caution when transferring or sharing 
biological agents and toxins that could be used maliciously
Mandates that States Parties only transfer these agents for peaceful 
purposes and that those receiving them are known to be qualified to 
handle the agents

• Article VII compels States Parties to assist a State Party that has 
been harmed by the misuse of biological agents

Understanding that States Parties are responsible for the safety and 
security of their biological resources, and must attempt to ensure that 
other States Parties cannot be harmed by biological weapons
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International Cooperation

• Article V sets a precedent for cooperation between nations in 
accomplishing the goals and objectives of the BWC

It recognizes the United Nations and its affiliate organizations, such 
as the World Health Organization (WHO) and the Food and Agriculture 
Organization (FAO), as important players in engaging the Convention

• Article X indicates that all States Parties should cooperate and
share information and biological agents to the degree possible 
without violation of other aspects of the BWC

Understanding that a State Party which requests biological agents be 
able to demonstrate that it is able to use the agents safely, securely, 
and legitimately
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Recommended Measures 
at the National Level

• BWC Implementing Legislation that bans the development, 
production, and stockpiling of biological weapon agents, toxins,
equipment, and means of delivery

• National Legislation for Laboratory and Transportation Biosecurity
List or methodology for identifying pathogens to be controlled
National authority to control dangerous pathogen use and to license 
facilities that use dangerous pathogens

• Biosecurity Implementation Standards or Guidelines
Provide assistance to those who handle, store, or transport 
dangerous pathogens so that they can comply with legislation while 
still meeting their biomedical and bioscience research and diagnostic 
obligations

• Coordination on these issues with relevant international 
organizations, such as WHO and FAO, and with other States 
Parties
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US Policy Response to the Bioterrorist Threat

• Emerging US security regime has two sets of 
objectives

Enhance ability to respond to public and 
agricultural health emergencies 
Reduce the risk that bioscience and 
biotechnology could be used maliciously

• Realization that bioscience facilities are 
potential sources of biological weapons 
material (viable and virulent pathogens) 

• USA PATRIOT Act of 2001 – US Public Law 
107-55

Restricted Persons
• Bioterrorism Preparedness Act of 2002 – US 

Public Law 107-188
42 CFR 73 (Human and Overlap)
9 CFR 121 (Animal and Overlap)
7 CFR 331 (Plant)
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US Select Agent Rule (2005)

• Facility registration if it possesses one of 80 Select 
Agents

• Facility must designate a Responsible Official
• Background checks for individuals with access to 

Select Agents
• Access controls for areas and containers that contain 

Select Agents
• Detailed inventory requirements for Select Agents
• Security, safety, and emergency response plans
• Safety and security training
• Regulation of transfers of Select Agents
• Extensive documentation and recordkeeping
• Safety and security inspections
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Concerns About US Select Agent Rule

• Top-down security regime not tailored to 
laboratory realities

• No need to steal a Select Agent to perpetrate 
bioterrorism

• Fear that security will trump biosafety, 
increasing the risk of accidental release or 
exposure

• Security requirements increasing operational 
impediments and compromising research 
funding

• The rule gives no guidance on how to apply 
graded protection or assess the risk of 
attractiveness for the 80 agents and toxins

• No protection if personnel do not understand 
and accept security
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Science, Vol. 305, 17 September 2004
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Science, Vol. 306, 24 December 2004
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International Perspectives

• Bioterrorism not perceived as a serious threat 
in much of the world

• Apprehension that US biosecurity methods, or 
international regulatory regime, would hinder 
advances in basic biomedical research

• Acknowledgement that dangerous pathogens 
need to be protected globally

Biosecurity will support and strengthen the 
biosafety agenda
Biosecurity will enhance citizens’ confidence in 
the activities of the bioscience research 
community
Biosecurity will give investors confidence in the 
biotechnology industries
Biosecurity will protect valuable assets 
including research and commercial assets
Biosecurity can reduce the risks of crime and 
bioterrorism

• Ultimately, the success of biosecurity will 
depend on willing implementation by the 
international scientific community and the 
availability of internationally resources
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Anticipated Developments

• Next edition of CDC/NIH Biosafety in Microbiological 
and Biomedical Laboratories will include extensive 
recommendations on biosecurity 

• WHO/FAO/OIE developing joint international 
biosecurity guidelines

• OECD has expressed interest in establishing 
biosecurity guidelines

• Hopefully, these initiatives will
Avoid conflicting recommendations
Promote the concept of integrated biosafety and 
biosecurity
Introduce a tiered system of protection based on risk 
assessment and management methodologies
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Conclusions

• Biosecurity regulations, guidelines, and 
implementation methodologies are evolving

• The “internationalization” of laboratory 
biosecurity practices is an important 
development 

• Elements of laboratory biosecurity are 
emerging that should help define the future 
practice of laboratory biosecurity

Concept of integrated biosafety and 
biosecurity
Tiered system of protection based on risk 
assessment and risk management 
methodologies 

Coccidioides immitis

Bacillus 
anthracis


